Abstract -It is imperative for organizations to use Information Security Management System (ISMS) to effectively manage their information assets. ISMS starts with a set of policies that dictate the usage of computer resources. It starts with the "21 essential security controls" of ISO 27001, which give the basic standard requirements of information security management. Our research is concerned with the assessment of the application of these controls to organizations. STOPE (Strategy, Technology, Organization, People and Environment) methodologies were used to integrated domains as a framework for this assessment. The controls are mapped on these domains and subsequently refined into "246 simple and easily comprehended elements".
I. INTRODUCTION
Information systems are becoming more complex as systems and the information processed, this has a huge effect on interfacing requirements, information storage and presentation formats and security. Along with the entry of the information age in every aspect of our life, such as organizations activities, business activities, transactional activities, the need for a standard set of information, especially concerning information security is eminent to ensure that the information delivered will be accepted or utilized as intended and to make sure the confidentiality and integrity of the information. Nowadays information is considered as an essential asset of any organization. As such, any security threat such as information theft, computerassisted fraud, vandalism and computer hacking [5] must be seriously dealt with.
Consequently, it is necessary to secure the interconnected business environments to protect information resource from potentials security threats. International Organization for Standardization (ISO) has issued an information security management system standard (ISMS) to bring information security under explicit management control [3] . Security management systems contain set of policies put place by an organization to maintain the security of their computer and network resources. These policies are based on the types of resources that need to be secured, depending on the organization. Some groups of policies can be applied to entire industries; others are specific to an individual organization [9] . To give organizations a starting point to develop their own security management systems, ISO and the IEC have developed a family of standards known as the Information Security Management System 27000 Family of Standards. This group of standards, starting with ISO 27001, provides organizations with the ability to certify their security management systems [9] .
The paper is organized as follows. In the next section, we discuss the concept of STOPE methodology approach in information security. This is followed by a description, overview and refine of the research model and its hypotheses. The research method is then presented, followed by a discussion of the analysis and results. Finally, we discuss our finding and suggest future research. The decision as to what is appropriate depends upon understanding the risks and costs involved. Since risk appraisal includes all organizations and all departments, areas, staff and activities, the rationality and conformity of the appraisal is still a topic for research [7] , [8] . Understanding the risk means knowing what the assets are, what the possible threats to those assets are, and the likelihood and possible impact of a security breach on the business. The goal of information security is to suitably protect this asset in order to ensure business continuity, minimize business damage, and maximize return on investments [6] , [10] , [12] . As defined by ISO 27001, information security is characterized as the preservation of CIA (Confidentiality, Integrity and Availability) [5] :
Confidentiality -ensuring that information is accessible only to those authorized to have access. Integrity -safeguarding the accuracy and completeness of information and processing methods. Availability -ensuring that authorized users have access to information and associated assets when required. STOPE is the abbreviation of the Strategy, Technology, Organization, People and Technology [5] . These five issues / STOPE called by domain of information security management systems. Every domain has several clauses, ebjectives, controls including the essential ones [2] .
IV. STOPE METHODOLOGY Bakry [4] introduced the basic elements of development in his STOPE profile as illustrated in figure 2 . These elements are identified in the following:
• Strategy: the strategy of the country with regards to the future development of the industry or the service concerned.
• Technology: the technology upon which the industry or the service concered is based.
• Organization: the organizations associated with or related to, the industry or the service concerned.
• People: the people concerned with the target industry or service.
• Environment: the environment surrounding the target industry or service.
STOPE methodology separate analysis of the issue into five domains in the top. The separation is intended to better focus the analysis of existing problems with perspective Strategy, Technology, Organization, People and Environment. Table 1 illustrates structuring the ISO 27001 clauses and their "132" controls, including the "essential ones: 21 controls", over the five STOPE domains. The essential controls, which are concerned with the first security level of Figure 1 , have been refined into 246 simple elements for the purpose of easing their assessment and application [1] . Refined is a deterministic process, which is ubiquitously present in the world. We verified and refined on standards existing; in order to determine the degree of clarity of each essential control over the parameters ISO 27001. Most organizations have a number of information security controls. Without a refined however, the controls tend to be somewhat disorganized and disjointed, having been implemented often as point solutions to specific situations or simply as a matter of convention. Sometimes a few essential controls are very difficult to understand, immeasurable and difficult to implemented, by organizations and stakeholders. Therefore we conducted a survey of respondents regarding the degree of clarity on the essential control. Refined perform by practitioners and experts of ISO 27001 information security field. We present refined in two domains of ISO 27001, namely Strategy and Technology domain. The results of our research, is seen in the explanation Table 3 : Assessing the control concerned with "technology: information systems acquisition, development and maintenance:
output data validation"
Internal control processing, message integrity and Control technical vulnerabilities, the respondents agreed that has been done alfantookh refined. no improvement and rebuttal to control, the table 4, table  5, table 6 . Thus alfantookh refined enough to be accepted by stakeholders ISO 27001.
Control
Validation checks should be incorporated into applications to detect any corruption of information through processing errors or deliberate acts. A computer tool which eases the assessment process, as a assessment tool, was developed simultaneously. However by computer tool mentioned, assessment process of the organization is automated. The final result of calculation might be easily analyses, shorter and precision, done with the developed computer tool.
VIII. CONCLUSION REMARKS
The work presented in this report included refining the ISO/IEC 27001 21 essential controls using STOPE approach. The refinements were based on previous work, but it has been validated by experts from Prince Muqrin Chair (PMC) for information security. In addition, our designed computer tools, which ease the process of assessment of the implementation of security standards, are also assessed. Next step after our work is to refine and validate the other controls for the ISO 27001 (special and extended) and integrate them in the computer tool, to complete the whole information security standards for assessment according to ISO 27001. 
